Corporate Risk Register
Date of last review: 16/05/2024
Date of next review: 16/07/2024

Corporate

Objective /
Organisational Risk

Risk Owner

(Operational Level.

Head of Service)

Risk Sponsor
(Accountable
Director)

Consequences

Existing Mitigations

(What arrangements are in place now?|

Likelihood

Risk Rating. Current Risk
at Previous = =.——

Further Mitigations (What do we need to do? Include dates of actions]

The Ratings in columns O & P should be expected rating following
all the mitigations being in place. NOT the expected rating
following next review

Expected Rating

mitigation

Impact

following
mitigation

Following all

o

Weeks Risk
has been
en

Last Review

Date

Review
Overdue

Due to a malicious external incident, there is a risk Human harm; damage to assets; financial penalties and enforcement action |Redacted - exempt information pursuant to para 3 Part 1 Schedule 12A Local Redacted - exempt information pursuant to para 3 Part 1 Schedule 12A Local Government Act
that the Combined Authority falls victim to a cyber from the Information Commissioners office; a loss of personal or sensitive  [Government Act 1972 1972
security attack. There is a risk that this may result in: data; disruption to affected services including loss of ability of people using
human harm; damage to assets; financial penalties West Yorkshire transport system to access information; reputational
and enforcement action from the Information damage
Commissioner's office; a loss of personal or sensitive
data; disruption to affected services; reputational
damage
" . Head of Digital & Chief Operating 5 4 5 4
CRR-001 Risk o] tional risk e N P .
<! rganisational ris Technology Officer Very Likely Serious Very Likely Serious 1210912023 42 2510612024 No
Due to the high volume of people and inherent Could result in death or injury, and leave the organisation open to significant |The organisation has in place a framework of policies, procedures and A review of 1 of policies and atan level
operational risks present in a bus station, transport potential civil and criminal liabilities arrangements to ensure compliance with Health and Safety legislation.
interchange or Combined Authority facility, there is a Identify and fill gaps in training provision at an operational level
risk that a major accident or injury occurs at a Wider reputational issues Training is provided to staff including front line staff eg. Bus station Manager
Combined Authority facility Director of vigilance Capacity review through the business planning process
" 5 Passenger Executive Director for 4 . . 4 .
CRR-002 Risk Organisational risk Experience and Transport New/enhanced Bus station design takes on board current best practice and allows|  Possible Serious High High Ongoing risk assessments around revised operation of Bradford Interchange Possible Serious High 121092023 42 26/06/2024 No
Asset Management for continued improvement
Appropriate escalation processes to convene Silver and/or Gold command as
required in order to make urgent operational decisions
Due to external pressures there is a risk that fixed Failure to deliver priorities for the region. including full delivery of the capital [Robust multi-year budget setting and monitoring processes enabling Members to Consider further actions as part of business planning and budgeting for 24/25, including exploring
budgets are affected by cost increases which will programmes. prioritise where funding goes other sources of funding as part of the workplan for 2024/25 and progressing multi-year planning.
impact on the ability of the organisation to deliver
objectives and outcomes for the region over the next Empowering our Director of Finance Failure to achieve corporate plan objectives Engagement with Government on future funding models and fiscal devolution Close working with partner authorities to understand their financial and funding positions and how
CRR-004 Risk |three years. The same pressures may resultin communities, towns | and Commercial Chief Operating ) ) ) o i 4 High High that could impact on achieving the Combined Authority's priorities. . Medium 1210912023 42 27106/2024 No
partner authorities being unable to deliver services or and cities to thrive Services Officer Horizon scanning for new opportunities to generate income and/or lever in private Possible Serious Possible Moderate
co-fund activities with the Combined Authority. sector funding. Continuing focus on reviewing capital programmes to ensure
scope and cost increases can be contained within the funding envelope and
programme changes made to enable this.
Due to uncertainty in the funding landscape and the Due to stop/start funding, short term funding, reduction in some funding Making representations to Government about current and future funding Business planning and budgeting for 2024/25 has considered how to make most effective use of
variable political climate, there is a risk that strategic and/or lack of sufficient funding the following are at risk: requirements resources including the use of capital to meet the direct and indirect costs of capital delivery.
objectives are not met or that key areas of expertise - Violence reduction where we have confirmed funding from Home Office Further work in 2024/25, as set out in the business plan includes developing the strategic finance|
are lost. until March 25 only and indicative funding recently announced Utilising flexible funding to fill gaps and underwrite where future funding is function and a sustainable funding model.
Director of Finance ) - WY Police funding with real term cuts expected but not confirmed
CRR-005 | lssue Organisational risk | and Commercial |  Chiet OPeraling | - Realizing the Climate Emergency with stop/start funding from Government ) ) ) ' 4 High High ' Medium 12/09/2023 42 27/06/2024 No
Services Officer and a limited long term plan for decarbonisation Regular advice to Members about choices and trade offs in budgeting and Possible Serious Possible Moderate
- Affordable and sustainable homes — with funding pots such as BFH being |business planning.
constrained by Government criteria and timeframes.
- Wider economic services and infrastructure are also constrained by this
risk.
Due to operator business failure, there is a risk of Communities left without bus services at short notice. Combined Authority has a plan which involves liaison with other bus operators to Early market engagement in all procurement activity.
significant change to bus services. seek to step in to plug the gaps. Relationship with operators is a critical part of
Reputational risk to Combined Authority. this. The integration of SME operators into strategic transport plans.
Expectation that Combined Authority will resolve the issue and reinstate Through the WY Bus Alliance, communication with operators remains strong and Close collaboration with all operators, including SMEs through bus reform period, to ensure a
services there is no information to suggest that this risk will materialise at scale at the smooth passage into the new decided delivery model.
Creating an Director of Transport current time.
accessible, clean and Operations and Executive Director for . . o ; 3 3
CRR-006 Risk customer focused Service Transport There is a responsive procurement mechanism in place that will allow for speedy | pogsiple Moderate Redion L LI Possible Moderate LIl 1210072023 42 28/06/2024 No
transport system Transformation resolution for impacted TS and direct links between the Combined Authority's
Network Planning Team and operators to ensure service risks are mitgiated
quickly.
Regular communications with the Chair and Deputy Chairs of the Transport
Committee is mitigating associated political risks.
Due to a highly volatile market, where operating costs May result in a decrease in customer confidence and reduced patronage Work closely with bus operators to understand future service changes/cuts As per previous mitigation, and ongiong strategic roll out of all BSIP network enhancements,
continue to increase, contracts come to an end and resulting in a risk to the broader strategic around Process exists to negoatiate with bus operators on potential cuts - continued market engagements to assist in giving forward look to potential pressures and issues.
where post pandemic patronage remains low, transport in bus reform and the mass transit roll out. BSIP+ currently used to support the network and other BSIP funding being rolled
combined with a static tendered services budget out to enhance services. (see additional comments in column G) New and emerging issues around school transport income resulting in very high likelihood of
there is a risk that there could be fewer bus services There is an increasing pressure on the BSIP funding envelope due to the reduced school services from 25/26
in West Yorkshire. There is a risk to some marginal Creating an Director of Transport rising costs of capped fares along with the requirement to keep in lockstep  |Work planned on looking at the operational bus network more strategically and to
services during the transition phase to franchising in | ,ccessible. clean and Operations and Executive Director for with the national scheme. This will have the potential impact of there being ensure that the criteria for network plans are aligned to business plans and the 4 Full service review is being undertaken, to develop a working list of mitigations, however it is 4
CRR-007 Issue |light of the current volatility in the market. customer focused Service Transport reduced budget avaiable for service enhancemen(_s during a time of corportate priorities. Likely Moderate High High highly unlikely this will be sufficient to prevent some service loss. Likely Moderate High 12/09/2023 42 28/06/2024 No
increasing costs. Score increased to 4 on this basis.
transport system Transformation " . . ; " . ; .
Patronage continues to steadily rise though is not yet back to pre-COVID levels. We will continue to work with operators through the Bus Alliance and wider partnerships,
If marginal services are withdrawn from one of the large operators then this strategically review service provision to ensure we are getting the very best services for
will exacerbate the budget / funding situation as it could accelerate the rate at| Overall service review to agree new policy position of service levels in all mobility customers at the best value for money and that we use the available funding to make very best
which services are withdrawn. services. endeavours to maintain the current network.
Due to the scale and pace of change required in the Failure to achieve key objectives, resulting in reputational damage and sub- |Review of governance and key end-to-end processes (E.g. procurement) Implementation of governance review including delegations.
organisation to deliver our major projects, there is a optimal or delayed real world outcomes underway.
risk that the organisation’s culture, processes, Ongoing development of Cl Anywhere capability
systems and structures are inadequate to support the Implementation of CI Anywhere ongoing. Now used for budget management and
y " in achieving its obj " Chief Operating Chief Operating i . Further eg. in 202: 3 a a Development of internal transformation resource. 3 "
CRR-008 Risk Organisational risk fficer ficer Possible Moderate Medium Medium Possible Moderate Medium 12/09/2023 42 28/06/2024 No
Organisational structure has been changed to focus on outcomes. Support Recruitment to key roles in enabling services (e.g. finance, legal) to support delivery of major
services are being embedded. Process reform around key service areas and programmes.
business management is underway.
Due to wide variety of external and internal competing Failure to achieve organisational and Mayoral i iton Dt it and baselining of resilient Integrated Master Schedule and risk Collaborative engagement with key strategic partners and supply chain partners to optimise
pressures there is a risk that the delivery milestones delivering Mass Transit for West Yorkshire, resulting in reputational damage |profile ongoing, alongside review of governance and assurance processes delivery and manage/mitigate risks and issues.
for the mass transit programme are not met which and loss of confidence with key and , potentially supported by operating model and organisational development, to manage
could result in delay or non delivery of the Creating an impacting availability of funding for future programmes and success of fully  |development and delivery of the Mass Transit Programme. Development of appropriate gateway review and assurance processes to provide positive
{ damage and limil cleanand| Director of Mass | Executive Director for |integrated public transport system across the region. 4 challenge and resilience to delivery processes and timescales. 3
CRR-010 Risk | placed upon the availability of funding for future customer focused Transit Transport Possible Serious Hinb Hinb Possible Moderate Mediiny 12/09/2023 42 28/06/2024 No
programmes transport system Corporate teams resourcing proposals to come forward.
Planned engagement with Government Partners to discuss Emerging Way Forward.
Due to a variety of challenges including level of Which may mean that the Authority doesn't fully achieve its wider goals in The Combined Authority has a Climate and Environment plan it is currently Next climate and environment plan to be written this year (2024) with updated interventions and
funding available, changes in Government policy, and supporting the regional commitment to becoming net zero by 2038 with delivering against. actions, work to update our carbon pathway and a new local nature recovery strategy.
the scale of government investment and legislation, significant progress by 2030.
there is a risk that the Combined Authority fails to In partnership with others, including Districts, the private sector, housing providers Continued development and delivery of to the region and
meet its objectives as set out in its Climate and and others, schemes are being developed and delivered across transport (both behaviour change. Significant progress expected this year on launching Better Homes Hub
Environment Plan. decarbonisation through EV charging and solar panels on bus stations and products.
through greater use of public transport and walking and cycling), homes (through
B_u\ld\ng a Director Policing the better homes hub), energy decarbonisation, skills (including recommendations Further work on adaptation and resilience.
CRR-012 | Risk sustainable, nalure | - gpyionmentand | Chief Executive from a green jobs taskforce and a £6m package of interventions on green and 5 High High o High 12/09/2023 42 28/06/2024 No
rich and carbon Place digital), business support (including £10m for business sustainability grants) and to| Very Likely | Moderate Likely Moderate
neutral region support the community (through a £2m better neighbourhood programme).
The Combined Authority is also making representations to Government about
national change required, and working on adaption and resilience measures such
as improvements to our flood defences.
Due to capacity within partner councils and availability We may not deliver improved transport infrastructure, safe reliable and well | Continue to work closely with Chief Highway Officers to understand current Collaborate with partner councils and develop a forward look of programmes/projects, identifying
of supply chain, there is a risk that capital Creating an maintained assets, and impact ion and ilability of future |delivery performance and resource pressures. current and future resource pressures and anticipated routes to development and delivery.
¥ programme delivery will be delayed, particularly in accessible, clean and| Director of Transport | Executive Director for |funding. 4 Update 17/05/2024: We continue to work with Chief Highways Officers on this. We are
CRR-013 Risk light of further funding coming through Network North | customer focused Policy and Delivery Transport Possible Serious High High organising a dedicated workshop with them and looking into procuring a consultant to do some Possible Moderate Medium 2111112023 32 2810612024 No
and limited resources working across more transport system analysis on district partners structure, vacancies and needs.
Due to the ongoing national threat level of There may be an attack or security incident which threatens the safety of our |Redacted - exempt information pursuant to para 3 Part 1 Schedule 12A Local Redacted - exempt information pursuant to para 3 Part 1 Schedule 12A Local Government Act
“Substantial”, and the profile and visibility of the Assistant Director . people and politicians, the public, and the physical condition of our assets, Government Act 1972 1972
CRR-014 Risk Mayor‘, there is an ongoing risk to the security of the Organisational risk | Legal, Governance & Chief Operating  |resulting in harm 3A 4 High High 2 4 Medium 06/02/2024 21 28/06/2024. No
Combined Authority’s premises, staff and members Compliance Officer Possible Serious Unlikely Serious
(including the Mayor and DMPC)
The organisation does not have the necessary skills, capacity and capability |Recruitment and retention workplan to continually improve our attrractiveness as Monitoring vacancy return rates. Number of applications received higher. Majority of roles filled at
" Due to challenges in the recruitment markets there is . . Chief Operating  |at the right time to deleiver its objectives, with gaps in key roles not being an employer. Work with departments on the recruitment strategy for key roles to 3 4 . . first round of recruitment. Follow ups with candidates regarding their experience. Target 2 3
CRR-015 Risk a risk that the CA is not able to fill key roles to deliver Organisational risk Head of HR Officer filled attract the best talent. Reviewed and updated payscales and package of Ts and Possible Serious High High recruitment advertising. Use of social media, linked in and various recruitment platforms. High Unlikely Moderate 2510412024 10 2810612024 No
the corporate and priorities Cs. level of internal progression.
Due to the strict timeline, there is a risk that there is Creating an Failure to achieve the mayoral commitments on bus franchising, resulting in |We have approved additional resource to manage franchising and we are We are appointing external experts to work alongside the team providing legal, technical and
an inability to implement bus franchising on time and accessible, glean and Executive Director for reputational damage, disruption to the network and/ or financial damage to |recruiting to those roles. We have outlined a transition plan to take us to the 3 4 commercial support in relation to bus franchising delivery and the statutory process. 2 4
CRR016 Risk  |in line with stated objectives. . Head of Bus Reform the Combined Authority. operation of a fully franchised bus network. We have outlined a transition budget High High Medium 30/05/2024 5 28/06/2024 No
customer focused Transport ] Possible Serious Unlikely Serious
transport system and capital financing requirements for the programme




